
Sequential Aggregation of Multivariate
Trapdoor Signatures

Edoardo Signorini
edoardo.signorini@telsy.it

Telsy S.p.A.

Research at CryptoLabTN: Post-Quantum Cryptography

31/05/2023

mailto:edoardo.signorini@telsy.it


Aggregate Signatures

BP

Signers Verifier
# »pk = (pk1, . . . , pkn)

(ski, pki)← KGen(1λ)
σi ← Sign(ski, mi)

Σ← AggSign( #»m, #»σ )

{✓,p} ← AggVrfy( # »pk, #»m, Σ)

Goal
Combine multiple σi in a single Σ such that |Σ| ≪

∑
i|σi|

Reduce bandwidth consumption
Generalize multisignatures

Certificate chains
Blockchains
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Types of Aggregate Signature

General Aggregate Signature
Public aggregation by third party
No interaction required by signers
Only known construction are based on bilinear pairings [BGLS03]

Sequential Aggregate Signature (SAS)
Signatures are iteratively aggregated
Aggregation by signers only
Can be built from trapdoor permutation [LMRS04; Nev08; BGR12; GOR18]

...
BP

σ1

σn

Σ

Signer 1

Signer n
Aggregator . . .

BP

Σ1

Σ2

Σn−1

Σn

Signer 1

Signer 2

Signer n

Can (S)AS be built from post-quantum assumptions?

Yes, from lattices

[DHSS20; BR21]

[EB14; WW19]
[EMP16; Che+19]

?

Lattice-based MQ-based
Code-based

tentative

p
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SAS from trapdoor permutation

Full Domain Hash (FDH) signature from trapdoor permutation π : X → X and
opportune hash function H : {0, 1}∗ → X .

Hm
pk1, . . . , pkn

m1, . . . , mn

π−1πn σ

Σn−1. . .

...

Public key
Message

Messages

Private key
Signature

Previous
agg. signature

New
agg. signature

Aggregation (simplified) [LMRS04; Nev08]: embed the previous aggregate
signature into the new data to be signed
Verification: recover each intermediate signature. Requires n steps of verification

Rigid transposition of FDH approach to post-quantum assumptions seems impractical
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Trapdoor functions

A trapdoor function (TDF) T is a tuple of three algorithms (TrapGen, F, I):
TrapGen(1λ): takes as input a security parameter 1λ and generates an efficiently
computable function F : X → Y and a trapdoor I that allow to invert F.
F(x): takes as input x ∈ X and outputs F(x) ∈ Y.
I(y): takes as input y ∈ Y and outputs x ∈ X such that F(x) = y or it fails by
returning ⊥.

When T is a permutation, the security of the FDH scheme is reduced to the
one-wayness (OW) of T.
Generic trapdoor functions lose uniformity properties and provable security with
FDH.

We can regain provable security using the probabilistic hash-and-sign with retry approach.
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Probabilistic hash-and-sign with retry

Signature from trapdoor function (F, I) and opportune random oracle H : X → Y.

H
m

r
I (r, x)

ηMessage

Salt

Private key
Signature

Repeat with new r
until I(η) ̸= ⊥

The security of the scheme is based on the one-wayness of F and the following
additional property:

The output of the signing algorithm (r, x) is such that:
1 The salt r is indistinguishable from r ←$ {0, 1}λ.
2 The signature x is indistinguishable from x←$ X .
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Generalize SAS schemes

Consider a generic trapdoor function (F, I).

H
pk1, . . . , pki

m1, . . . , mi

Ii Σi

Σi−1. . .

...

p

σi

σi−1

enc βi−1

Use an efficient encoding function enc : X → Y × X ′ that splits σi as
enc(σi) = (αi, βi) [Nev08]
The aggregate signature is given by Σn = (β1, . . . , βn−1, σn)
[EMP16; Che+19] claim that this construction can be instantiated with every
multivariate signature scheme
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Steps to provable security

The following aggregate scheme is not provably secure (and sometimes provably
insecure) with generic TDF.

H

σi−1

F1, . . . , Fi

m1, . . . , mi

ri

G Ii σi

σi−1hi−1

enc βi−1

β1, . . . , βi−2

ηiηi hi gi yi

αi−1

hi

AggSign

Fi is not injective and aggregate signatures are not unique on fixed input.
If σi−1 is part of the input to H it is not possible to directly retrieve it during
verification.
Aborts on Ii may leak information.
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A secure SAS scheme
The following aggregate scheme is provably secure in the random oracle model with
generic TDF. Let H : {0, 1}∗ → {0, 1}2λ, G : {0, 1}2λ → Y be random oracles.

H

σi−1

Fi

mi

ri

G Ii σi

σi−1hi−1

enc βi−1

β1, . . . , βi−2r1, . . . , ri−1

ηi hi gi yi

αi−1

hi

AggSign

Compared with the previous construction
Good: is provable secure (but not fully black-box)
Good: is an history-free sequential aggregate signature scheme.
Bad: the full n party signature has an overhead of length 2λ + nλ.

E. Signorini Sequential Aggregation of Multivariate Trapdoor Signatures 8/9



Wrapping up

Many post-quantum trapdoor signature are built
from the hash-and-sign with retry approach.
The same issues regarding provable security are also
encountered for aggregated signatures.
Inability to extend the naive FDH demonstration is
the reason why simple constructions of aggregate
signatures are not provable secure.

ia.cr/2023/784

Permutation-based SAS

[EB14; WW19]
Our work Our work Our work

Lattice-based MQ-based Code-based
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