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Aggregate Signatures

ℬ𝒫

Signers Verifier
# »pk = (pk

1
,… , pk

𝑛
)

(sk𝑖 , pk𝑖)← KeyGen

𝜎𝑖 ← Sign(sk𝑖 ,𝑀𝑖)

Σ← AggSign(
#»
𝑀,

#»
𝜎 )

{✓,p}← AggVf( # »pk,
#»
𝑀,Σ)

Goal

Combine multiple 𝜎𝑖 in a single Σ such that |Σ|≪
∑

𝑖
|𝜎𝑖|

Reduce bandwidth consumption
Constrained devices

Certificate chains
Blockchains
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Types of Aggregate Signature

General Aggregate Signature
Public aggregation by third party
No interaction required by signers
Only known construction is based on pairing [Bon+03]

Sequential Aggregate Signature (SAS)
Signatures are iteratively aggregated
Aggregation by signers only
Can be built from trapdoor permutation [Lys+04; Nev08]

⋮

ℬ𝒫

𝜎1

𝜎𝑛

Σ

Signer 1

Signer 𝑛 Aggregator ⋱

ℬ𝒫

Σ1

Σ2

Σ𝑛−1

Σ𝑛

Signer 1

Signer 2

Signer 𝑛

Can (S)AS be built from post-quantum assumptions?

[Dor+20; BR21]

[EB14]

[EMP16; Che+20]

Lattice-based

MQ-based

tentative
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SAS from trapdoor permutation

Full Domain Hash (FDH) signature from trapdoor permutation 𝜋 and opportune hash
function ℋ

ℋ

pk

𝑀
𝜋−1𝜋𝑛 𝜎

Σ𝑛−1…

⋮

Public key

Message

Private key

Signature

Previous
signature

New
signature

Aggregation (simplified) [Lys+04; Nev08]: embed the previous aggregate
signature into the new data to be signed
Verification: recover each intermediate signature. Requires 𝑛 steps of verification

Rigid transposition of FDH approach to post-quantum assumptions seems impractical
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Multivariate trapdoor functions

MQ assumption
Solving a system of random quadratic equations over 𝔽𝑞 is hard on average

Public key: multivariate quadratic map 𝒫∶ 𝔽𝑛𝑞 → 𝔽𝑚𝑞

Private key: description of an hidden structure in 𝒫 that makes it easy to find a
preimage

Mainly used for digital signatures:
Signature for message 𝑀: a preimage 𝜎 ← 𝒫−1(ℋ(𝑀)), for an opportune hash
function ℋ ∶ {0, 1}∗ → 𝔽𝑚𝑞

Verification for (𝑀,𝜎): check that 𝒫(𝜎)
?
=ℋ(𝑀)

Random salt required
for security proofs
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Unbalanced Oil and Vinegar

As formalized in [Beu21]

(𝒫, 𝑂) ∈ UOV(𝑞, 𝑛,𝑚):
Private key: secret linear subspace 𝑂 ⊂ 𝔽𝑛𝑞 of
dimension 𝑚

Public key: multivariate quadratic map
𝒫∶ 𝔽𝑛𝑞 → 𝔽𝑚𝑞 that vanishes on 𝑂

𝔽𝑛𝑞 𝑂

𝔽𝑚𝑞 {0}

𝒫 𝒫
𝒫′(𝑥,⋅)

Consider the polar form 𝒫′ ∶ 𝔽𝑛𝑞 × 𝔽
𝑛
𝑞 → 𝔽𝑚𝑞 defined as

𝒫′(𝑥, 𝑦) = 𝒫(𝑥 + 𝑦) − 𝒫(𝑥) − 𝒫(𝑦)

𝒫′ is a symmetric and bilinear map
Knowing 𝑂 we can find a preimage of 𝒫 for 𝑡 ∈ 𝔽𝑚𝑞 :

Randomly choose 𝑣 ∈ 𝔽𝑛𝑞
Solve 𝒫(𝑣 + 𝑜) = 𝑡 for 𝑜 ∈ 𝑂:

𝑡 = 𝒫(𝑣 + 𝑜) = 𝒫(𝑣) + 𝒫(𝑜) + 𝒫′(𝑣, 𝑜)

This is a linear system of 𝑚 equations and 𝑚 variables
If there are no solutions choose another 𝑣 ∈ 𝔽𝑛𝑞
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fixed

linear in 𝑜
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Multivariate Quadratic SAS scheme

Multivariate trapdoor functions 𝒫 are not permutation

ℋ

pk
1
,… , pk

𝑛

𝑀1,… ,𝑀𝑛

𝒫−1𝑛 Σ𝑛

Σ𝑛−1…

⋮

p

𝜎𝑛

𝜎𝑛−1

enc 𝛽𝑛−1

Use an efficient encoding function enc∶ 𝔽𝑛𝑞 → 𝔽𝑚𝑞 × 𝔽𝑛−𝑚𝑞 that splits 𝜎𝑖 as
enc(𝜎𝑖) = (𝛼𝑖 , 𝛽𝑖) [Nev08; EB14]
The aggregate signature is given by Σ𝑛 = (𝛽1,… , 𝛽𝑛−1, 𝜎𝑛)

This construction can be instantiated with every multivariate signature scheme
[EMP16; Che+20]
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Universal forgery of UOV-SAS

Case 𝑛 = 2

Setting: known valid aggregate signature Σ = (𝛽1, 𝜎2) for messages 𝑀1,𝑀2 under
honest public keys pk

1
, pk

2

Target: signer 2 with public key pk
2
= 𝒫2 and a selected message 𝑀⋆

Idea: the forger ℱ replaces the second-last signer

ℋ

pk
1
, pk

2
pk

ℱ
, pk

2

𝑀1,𝑀2𝑀ℱ ,𝑀
⋆

𝒫−1
2
𝒫2 𝜎2

𝜎1?𝜎ℱℋ(pk
1
,𝑀1)ℋ(pk

ℱ
,𝑀ℱ)

enc 𝛽1?𝛽(𝜎ℱ)

𝒫−1
1𝒫ℱ
−1𝒫ℱ
−1

𝛼1?𝛼⋆

Result: Σ⋆ = (𝛽(𝜎ℱ), 𝜎2) is a valid aggregate signature for messages 𝑀ℱ ,𝑀
⋆

under public keys 𝒫ℱ ,𝒫2
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under public keys 𝒫ℱ ,𝒫2
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Universal forgery of UOV-SAS

Partially fixed preimage

Assume enc(𝑥) to be an affine map and write 𝛼(𝑥) = 𝑅(𝑥) = 𝐀𝑥 + 𝑏, with
𝐀 ∈ 𝔽𝑚×𝑛𝑞 , 𝑏 ∈ 𝔽𝑚𝑞

Let (𝒫, 𝑂) ∈ UOV⋆(𝑞, 𝑛,𝑚) and 𝑅∶ 𝔽𝑛𝑞 ⟶ 𝔽𝑚𝑞 an affine map. Given 𝑡, 𝑎 ∈ 𝔽𝑚𝑞 , find
𝜎 ∈ 𝔽𝑛𝑞 such that 𝒫(𝜎) = 𝑡 and 𝑅(𝜎) = 𝑎.

Generate (𝒫, 𝑂) by randomly choosing 𝑂 ⊂ ker𝐀 and 𝒫 that vanishes on 𝑂.
Use a modified UOV signing procedure to find the preimage of 𝒫 for 𝑡:

Randomly choose 𝑣 ∈ ker𝑅′, with 𝑅′(𝑥) = 𝑅(𝑥) − 𝑎 = 𝐀𝑥 + (𝑏 − 𝑎)

Solve 𝒫(𝑣 + 𝑜) = 𝑡 for 𝑜 ∈ 𝑂 and find 𝜎 = 𝑣 + 𝑜

Since 𝑂 ⊂ ker𝐀, then 𝜎 ∈ ker𝑅′ and 𝑅(𝜎) = 𝑎
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Next steps

Further investigations
EUF-CMA claims of [EMP16; Che+20] are incorrect when instantiated with UOV,
can it be somewhat generalized?

Future work
Design a secure, non-centralized sequential aggregate signature scheme based on
UOV

Open questions
Is it possible to construct a general aggregate signature scheme from the MQ (or
any post-quantum) assumption?
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